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[ 1
Host Hame
Domain Mame
Shared-Dedicated FODHN
Dynamic DNS Update

Periodic Update Interval
TTL

Previous Menu

Ualue = B or >= ZA

[ESCI1=Exit [ENTER1=Submit

Eq +: © 42 57 DNs o] E7F & ghe Aol vk ARE- 7hs E T

<ol DDNS Update(DDNS {H|°|E) FefolAEZF 714 Julo|EE AFs7 2 745 gk ol= & 1442 7192 DNS 4
7l (scavenging) g ol wre} A aof duy. ©9l= EdU. @ 0% At F714 dulo|EVF g shg . A9 32 20

ol/gol Hojok gt o] SA el that 714k 24413 - 1440 Y
6. TTL

OO0 Intel ME Network Name Settings(Intel ME Y E$ 3 o] & A7) oA, TTLS A 8353 Enters 54Ut
OO0 sk AIE (F9: 2)S 9838t Enters F5 4t



tel(R) Management Engine BIOS Extenzion v6.H.3.8818-Intel(R) MHE v6.H.H._1161
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[ ]
Host Hame
Domain Hame
Shared-Dedicated FODH
Dynamic DHS Update
Periodic Update Interwval

Previous Menu

Ualue in seconds

[ESCI1=Exit [ENTER1=Submit

Eq +: ° 42 54 DNs ldl°] E(Dynamic DNS Update) 7} 24 3¢l 73 --ofwt AH8- 7hs o,

o] 4% ALgEIH TTL AZHS

Z 39z Y 5 AFUY o] 23 k2 0 o] o] Hojof gtk 0o & AAS A, Helols Wi VI
S AU o8 g2 1548 T+ DHCPol tidt 2dA I (lease time) 2] 1/3¢l & Y Th.
ol d ¥
OO0 Intel ME Network Name Settings(Intel ME U E 3 o] & A7) A, Previous Menu (¢l % wW7)E A&t Enters 754
o},
OOO Intel ME Network Name Settings(Intel ME HIE$ = o] & A 4) wlw7} Intel Network Setup(intel W ES] 3 274) Flo|x|Z ¥

AU,

TCP/IP A A

OO0 Network Setup(ME YA 24) wl7ellA, TCP/IP Settings(TCP/IP 274)& A& 31 EnterE FE Ut
OO0 Intel ME Network Name Settings(Intel ME Y E 9 H ©]& A74) w7} Intel Network Setup(Intel HIE$] 2L A7) #lo]x]= ¥
R A=

Intel Network Setup(Intel Y E = A7) o577} TCP/IP Settings(TCP/IP A7) o] x| &2 WA},

ﬁ : Intel MEBx o= 41 1Pv6 el T3 o AT A 1Pv4 el dist Wl S5 YT, Intel MEBx7F Al &bE W, 74 IPv6 H T
S| (e}

QE o)~ & AAlg T

44 LAN IPv4 14

TCP/IP Settings(TCP/IP “27) A, Wired LAN IPv4 Conflguratlon( 1 LAN IPv4 7)S A ¢l
TCP/IP Settings(TCP/IP A 7%) =477} Wired LAN IPv4 Configuration(+4 LAN IPv4 T4) slo] x| & Mg},

=ak
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Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.
[ 1

Hired LAN IPU4 Configuratiom g
Hired LAN IPUG Configuratiom W

Hireless LAN IPUG Configuration
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=-Access

1. DHCP EE=

=2 1

TCP/IP Settings(TCP/IP A7) =l %7} Wired LAN IPv4 Configuration(+-41 LAN IPv4 7-4) #lo] A 2 W7 gy},

ENABLED (2% 3h): DHCP R =7} #4355 7§, TCP/IP
ENABLED (&4 3HE H9sta Enters FEYth 714 <l

L84

Wired LAN IPv4 Configuration(+41 LAN IPv4 T-4)°l|4x], DHCP Mode(DHCP X.E)& A3t EnterE F& Y

e

g DHCP AW el A g ytt. shde] Bu @2 o] mAg Yt

e
WAE A Besk sk

DHCP 2.& 4] 3},



tel(R) Management Engine BIOS Extenzion vb6.8.3.H8888-Intel(R) ME v6. . H_1147
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L 1

DHCP Hode

Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

[ 1 DISABLED

[=]1 ENABLED

DISABLED (¥ 24 3})

DHCP 2t H| &4 3}

tel(R) Management Engine BIOS Extenzion v6.8.3.H8HB8-/Intel(R) ME v6.B.H_ 1147

Copyright(C) £ZBH3-B9 Intel Corporation. All Rights Rezerved.
[ 1
IPV4 Address

Subnet HMask Address

Default Gateway Address
Preferred DN5 Address

Alternate DN5S Address

Previous Menu

[ESC1=Exit [T4+1=5elect [ENTER1=Access

[=]1 DISABLED

[ 1 ENABLED

2. 1Pv4 F4&

IPv4 Address(IPv4 T4) & A 9st3 Ente
F4 A" IPv4 Address(IPv4 F2)E 9




tel(R) Management Engine BIOS Extenzion v6.8.3.H888-Intel(R) HE v6.B.8.1147
Copyright(C) Z883-8B9 Intel Corporation. All Rights Reserved.

L 1

DHEP Hude_

Suhnet Hask Address
Default Gateway Address
Preferred DN5 Address
Alternate DNS Address
Previous Menu

IP address (e.q. 123.123.123.

[ESCI1=Exit [ENTER1=Submit
3. B mpAT FA

Subnet Mask Address(AEY vtA 3 F4)E A Est3 Ente
T2 A9 ) Subnet Mask Address(A B4l v}~ T F2)E Q]3|

tel(R) Management Engine BIOS Extenszion v6.8.3.HBHHB8/Intel(R) ME vw6.8H.8.1142
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.

L ]

DHCP Mode

”IPU4 Hddress_

Default Eateuag Hddress
Preferred DN3 Address
Alternate DNS Address
Previous Menu

Subnet mask (e.g. 255.255.255.8)

[ESC1=Exit [ENTER]1=Submit

4. 71 AClEde] 4




tel(RB) Management Engine BIOS Extension v6.8.3.8888-Intel(R) ME v6.8.8.1142
Copuright(C) 28B3-8B9 Intel Corporation. All Rights Reserved.
[ 1
DHCF Mode
IPV4 Address
Subnet Mask Address
Preferred DNS Address
Alternate DNS Address
Previous Menu

Default Gateway address

[ESCI1=Exit [ENTER]1=Submit
5. A353= DNS F4

Preferred DNS Address (4133l DNS F4)& A 931 Enterg 75 4T},
T2 A7l Preferred DNS Address(41%.3H= DNS F4) &

tel(R) Management Engine BIOS Extension v6.8.3.8888/Intel(R) ME v6.8.8.1142
Copuright(C) Z28B83-8B9 Intel Corporation. All Rights Reserved.
L 1
DHCP Hode
IPU4 Address
Subnet Mask Address
Default Gateway Hddress

T
Previous HMenu

Preferred DNMS address

[ESCI1=Exit [ENTER1=Submit




6. tet4 <l DNS 4

Alternate DNS Address(t¢t2 91 DNS F4)E A 831 EnterE 54U
T2 A7l el Alternate DNS Address(d12t21Ql DNS +4)& Y9 3st2 Enterg +5UYt.

tel(R) Management Engine BIOS Extenzion v6.H.3.H88B8-Intel(R) HE vbE.B.8.1147
Copyright(C) ZBB3-8B9 Intel Corporation. All Rights Reserved.
L 1
DHCP Hode
IPV4 Address
Subnet Mask Address
Default Gateway Address
Preferred 1], b Hddress

Preu1uus Menu

Alternate DMS address

[ESC1=Exit [ENTER1=Submit

7. o1 Wy

Wired LAN IPv4 Configuration(-+41 LAN IPv4 T-/3) |4, Previous Menu (¢l W) & A®3t1 E
Wired LAN IPv4 Configuration(+41 LAN IPv4 7-4J) |57} TCP/IP Settings(TCP/IP A7) wiw= W7 gt}

44 LAN IPVv6 T4

TCP/IP Settings(TCP/IP éxé)ow Wired LAN IPv6 Conflguratlon(%/ﬂ LAN IPv6 T4)<

g *LE“,%}IV_ EnterE “Fi4Th
TCP/IP Settings(TCP/IP “27d) vl 7} Wired LAN IPv6 Configuration(+41 LAN IPv6 T-4) =] ]

= g

Intel ME IPV6 45 Aol T 2E 9 AA L T4 &5UTE IPv6 40l dlgt Dynamic DNS(F 4 DNS) 555 &3}t d,
-8 FQDN-& T/ 3l oF g t.
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L 1

P

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

ﬂ T Intel ME M[E9 A A8 t5 & IPve H o] A5 AUt 72 o] Y ES A I Flo] A B39 IPv6 F45 A8

o] 7bs gk

OO0 ¥a 24 A% 74 T4 170
OOd #s 74 A9 4 370

OO0 DHCPv6 74 F4 170
OOogdde= 79% IPv6 T4 171

1.1Pv6 7|5 A"

X nters ‘54

Wired LAN IPv6 Configuration(-+% LAN IPv6 T-/d)°l4, IPv6 Feature Selection(IPv6 75 A &) HdE3}1L

=

E
DISABLED (M &4 3): DISABLED(H| &4 3}) & A ¥ 3l EnterE “F5Uth. IPv6 Feature Selection(IPv6 715 A E)o] H| &4 3} Y



tel(R) Management Engine BIOS Extenzion vb6.8.3.H88HB8-Intel(R) ME v6. . H_ 1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.

L 1

IPUGE Feature Selection

Previous Menu

[ESC1=Exit [Tt41=5elect [ENTER1=-Access

[+«]1 DISABLED

[ 1 ENABLED

ENABLED (24 3): ENABLED(Z4sh) & A 93t Enters :
IPv6 Feature Selection(IPv6 7|5 A E)o] &4l 1 By W2 713

tel(R) Management Engine BIOS Extenzion v6.H8.3.HB8B8-Intel(R) HE v6.8.8.1147
Copyright(C) ZB83-B9 Intel Corporation. All Rights Reserved.

[ 1
" IPUG Feature Selection

IPUGE Interface ID Type

IPUG Address

IPUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPVUG Address
Previous Menu

[ESCI1=Exit [T4+1=Select [ENTER1=Access

2. 1Pv6 Q1 EHo] A~ ID #9

Wired LAN IPv6 Configuration(-F41 LAN IPv6 7-"3) 4, IPv6 Interface ID Type(IPv6 IE #H o]~ ID #3) & -
FEUS

g TR IPYe T 27 TR o R FAE YT 1IPve Ehy-Elell S 2 E IPV6 Prefix(2Z 2] ) 7k AWA S T4

3}1 Enters

S KIEE DS




e

ID7F FRA g A EY S (717 641 E).

A e

TS”S‘Q,T IPv6 Interface ID(IPv6 Q1E|H| o]~ ID)7F RFC 30410 AW ¥ F29 WEE AL
A9 g g} Ao ARF o /18 AR

ID)
IPv6 Interface ID(IPv6 QIE#H 0]~ ID)7F MAC 4 & AFE-38lo] A5 o2 44 F
Intel ID
Sh=
Manual IPV6 Interface ID(IPv6 QIEIH O]~ ID)7} =522 FAH YL o] 8-S Ags)
ID(5% A Manual Interface ID(5% QE#o] 2 ID)7F &3 gho 2 24 = ofoF gy
ID) =5

tel(R) Management Engine BIOS Extenszion v6.H.3.HH88B8-Intel(R) HE v6.B.8.1147
Copyright(C) ZB83-8B9 Intel Corporation. All Rights Reszerved.
1

6 Feature Selecti
1PUE Interface ID Ty
IP Address
IPUE Default Router
Preferred DNS IPUG Address
Alternate DNS IPUG Address
Previous Menu

[ESC1=Exit [T+1=5elect [ENTER1=Access

3. IPV6 4

Wired LAN IPv6 Configuration(f+4 LAN IPv6 T-4d)°lA], IPv6 Address(IPv6 T24)& A ®3t1 Enterg F5 Ut
IPv6 T4(IPv6 F4) & A Hsta EnterE F5 Ut



tel(R) Management Engine BIOS Extenzion vb6.H.3.H8HB8-Intel(R) ME v6.A.H_ 1147
Copyright(C) ZBH3-B9 Intel Corporation. All Rights Reserved.

[ 1
IPUGE Feature 3election
IPUG Interface ID Type
IPUE Default Router

Preferred DHS IPUG Address
Alternate DNS IPUG Address
Previous Menu

IPUGE address (e.qg. ZBHA1:db8::14Z8:57ab or any other valid IPUG address)

[ESCI1=Exit [ENTER1=Submit

4. IPv6 7] 2H9-E

Wired LAN IPv6 Configuration(+4 LAN IPv6 Td)°llA, I1Pv

6
IPv6 Default Router(IPv6 7] 2-¢-H)E ¥ 3til Enter & “FHY

tel(R) Management Engine BIOS Extension v6.8.3.8888-Intel(R) ME v6.8.8.1142
Copuright(C) 2BB3-H9 Intel Corporation. All Rights Reserved.

Default Router(IPv6 7] #-9-E)E A ¥ 31 Enterg F5UYTt.

[ 1
IPUVGE Feature Selection
IPVE Interface ID Type
IPVE Address

IPUG Default Router

Preferred DNS IPUGE Address
Alternate DNS IPUGE Address
Previous Menu

IPUE address (e.g. 2881:db8::1428:57ab or any other valid IPVGE address)

[ESCI1=Exit [ENTER]1=Submit

= 2

5. A1%3= DNS IPV6 F4&




Wired LAN IPv6 Configuration(#4 LAN IPv6 T4)°lA, Preferred DNS IPv6 Address(4 @3l DNS IPv6 F4) 5 A8ty
EnterE F54T}.
Preferred DNS IPv6 Address(XZ 3= DNS IPv6 F4)E 9 ¥sla Enters FE Ut}

tel(R) Management Engine BIOS Extenzion v6.8.3.H8HB8-Intel(R) ME v6. . H_ 1147
Copyright(C) £ZBH3-B9 Intel Corporation. All Rights Rezerved.

[ 1

IPUE Feature 3election

IPUGE Interface ID Type

IPUE Address

IPUE Default Router

Alternate DHS IPUG Address

Previous Menu

IPUE address (e.qg. Z2BB1:db8::14Z28:57ab or any other valid IPUG address)

[ESC1=Exit [ENTER]1=Submit

6. kA2l DNS IPV6 F4

Wired LAN IPv6 Configuration(+41 LAN IPv6 T/3)°lA], Alternate DNS IPv6 Address (<2<l DNS IPv6 F4)E A8 35t
Enters F& 4t
Alternate DNS IPv6 Address(t¢tZ 91 DNS IPv6 F4)5 9831 Enters 54t}
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[ 1
IPUG Feature Selection
IPUG Interface ID Type
IPUG Address
IPUG Default Router
Preferred DH3 IPUG Address

Alternate DNS IPUGE Address

Previous Menu

IPUG address (e.qg. ZBHA1:db8::14Z8:57ab or any other valid IPUG address)

[ESCI1=Exit [ENTER1=Submit

7. 01 A H¥F

Wired LAN IPv6 Configuration(++41 LAN IPv6 7-%)°l A, Previous Menu(°ld H47)& HdE&tal E
Wired LAN IPv6 Configuration(-F+41 LAN IPv6 74J) "7} TCP/IP Settings(TCP/IP A7) vlw= M7 g},

T4 LAN IPv6 T4

TCP/IP Settings(TCP/IP 27)°1 4, Wireless LAN IPv6 Configuration(§% LAN IPv6 74)< A5l EnterEs +5 4t
TCP/IP Settings(TCP/IP A 7%) w77} Wireless LAN IPv6 Configuration(¥4l LAN IPv6 14) #o] X 2 W7 g ).
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[ 1

IPUE Feature Selection

IPUG Interface ID Type
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER]1=Access

1. 1Pv6 7|5 A¥

Wireless LAN IPv6 Configuration(F%1 LAN IPv6 T/3)°llA], IPv6 Feature Selection(IPv6 7|
t}.

tel(R) Management Engine BIOS Extension v6.8.3.BH1H/Intel(R) ME v6.8.8.1161
Copyuright(C) ZBH3-HB9 Intel Corporation. All Rights Reserved.
[ 1

IPUE Feature Selection

IPUE Interface ID Type
Previous Menu

[ESC1=Exit [t+]1=5elect [ENTER]1=Access

[ 1 DISABLED

[=]1 ENMABLED

2. 1Pv6 QEH o] A~ ID #3




ered LAN IPv6 Configuration(+4 LAN IPv6 T-/d)°llA, IPv6 Interface ID Type(IPv6 QIEH o]~ ID #3)& A8stil Enters
syt

Z}% TAE IPv6 405 27 FEoZ FAE YT IPve 2H-E el ol&] 24 E IPv6 Prefix(Z2]H2~)7F A HA F2S 74435t AE Hol~
ID7} FRA FE g (2 64H1 E).

A g
?8”32{; IPV6 Interface ID(IPv6 <1E]#]o] = D)7} RFC 30410] AW ¥ 29 M52 A}

CPAA | g a0 A5 0w AT, o)t 71 470,

ID)

IPV6 Interface ID(IPv6 QIE]H 0]~ ID)7}F MAC 4 & AFE-3lo] A5 o2 A4 H
Intel ID Ut}

Manual IPv6 Interface ID(IPv6 QIE#H o]~ ID)7} 522 Yt o] §3& A9t
ID(F% ™ Manual Interface ID(5& EIZo] 2~ ID)7}F Fr&ES #to&2 A4 sofof FY
ID) =

tel(R) Management Engine BIOS Extenszion v6.8.3.BH1H-Intel(R) ME v6.H.8.1161
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.
[ 1

IPUE Feature Selection

IPUE Interface ID Type

Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER]1=-Access

[ 1 Random 1IN

[=]1 Intel ID
[ 1 Manual ID

3. o1 dl4r

}31 Enters F5 4t}

Wireless LAN IPv6 Configuration(541 LAN IPv6 T74)°lA], Previous Menu(°] % Uﬂv)é A8l Enters 75
w72 HAEEH Y,

Wireless LAN IPv6 Configuration(-4 LAN IPv6 T-4d) 57} TCP/IP Settings(TCP/IP 27)

HEQ A HA 2 v

OO0 Intel ME Platform Configuration(Intel ME Z 3% 7+/3) " 7°lA], Unconfigure Network Access(UEH A AA A v F) &
A¥st Enterg FE 4.

m 1 o]g8A s Intel MEZ} A3 % (PRE-provisioning) AEl 2 A gy},



Intel(R) Hanagement Engine BIOS Extension vbG.B8.1.H8863
Copyright(C) ZBA3-8B8 Intel Corporation. All Rights Reserved.
[ INTI 1

Intel(R) HE State Control

Change HME Password

Pas=sword Policy

Metwork Setup

Activate Hetwork Access

Unconf igure Network Access

Remote Setup And Configuration >

FH Update Settings [

[ESCI1=Ex=it [TL1=5elect [ENTER1-Access

[Caution]

Resets network settings including network ACL=s

to factory defaults. System resets on HEBx exit.
Continue: (¥Y-sN)

OO0 w745k Y& de g,

Intel(R) Hanagement Engine BIOS Extension wh.B.1.8883
Copyright(C) Z2883-88 Intel Corporation. All Rights Reserved.
L ' ' 1

Intel(R) HME State Control

Change HME Password

Pas=sword Policy

Metwork Setup

Activate Metwork Access

Unconf igure Hetwork Access

Remote Setup And Configuration >
FH Update Settings >

[ESC1=Exit [T+1=Select [ENMTER 1=-Access

[CAUTIONI]
Reset Intel(R) AMT Provisioning: (Y~MN)

OO0 Full Unprovisioning (A A vl




Intel(R) Hanagement Engine BIOS Extension wb.B.1.8883
Copyright(C) Z28BA3-8B8 Intel Corporation. All Rights Reserved.
[ INTI . M ]

Intel(R) HE State Control

Change HME Password

Pas=sword Policy

Metwork Setup

Act ivate Hetwork Access

Remote Setup And Configuration >
FH Update Settings [

[ESCI1=Ex=it [TL1=Select [EMTER1-Access

Foll lpprovision

OO0 vAl o] AFFAYth

Intel(R) Hanagement Engine BIOS Extenzion w6.B8.1.8HH3
Copuright(C) Z2883-88 Intel Corporatiom. All Rights Reserved.
L 1

Intel(R) ME State Control

Change ME Password

Pas=sword Policy

Hetwork Setup

Activate Hetwork Access

Remote Setup And Configuration >
FH Update Settings [

[ESCI1=Exit [T+ 1=5elect [ENTER1=-Access

Full Unprovi=zion

Un—Provizion Intel(R) AMT in progress...

RERE RIS

Intel ME Platform Configuration(Intel ME & 23 3) Hlarell A, Automated Remote Setup and Configuration(A-5 944 A%
9 )& A9k Enter g FE Y

Intel ME Platform Configuration(Intel ME Z 477} Automated Remote Setup and Configuration(X+5 €2 2 4 4)
ol 2 HAF Y.
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[

1
Current Provisioning Mode

Provisioning Record

RCFG 4
Provisioning Server I[PU4-I1PUG
Provisioning Server FODN

TLS PSKE [

TLS PKI 8
Previous Menu

[ESCI1=Exnit [Tt41=5elect [ENTER1=-Access

A Ae B=

Automated Setup and Configuration(A+% 2% W F4)elA4, Current Provisioning Mode(3 4] A& X E)E A&7 Enters 7
FUH T
Current Provisioning Mode(8A4 Al& 25) — dAl A& TLS 2= =, None($l+<), PKI = PSKE ¥ A g},

Intel(R) Hanagement Engine BIOS Extenzion wb6.B8.1.8HH3
Copuright(C) Z2883-88 Intel Corporatiom. All Rights Reserved.
L 1

Current Provizioning Hode
Provizioning Record

RCFG 3
Provizioning Server IP
Provisioning Server FODN
TLS PSE 3

TLS PEI 3
Previous Menu

[ESCI1=Exit [T+ 1=5elect [ENTER1=-Access

Provizioning Mode: PEI




Automated Setup and Configuration(AH% 2% W FA) oA, Provisionlng Record (A& 71%)& A €stil Enterg FE54 T
Provisioning Record (# & 71%) — A|2~® 2] AlF PSK/PKI 715 tlolE] 5 EA Ut o7} I A &2 A%, Intel MEBx 7}
"Wm@banmﬂnMpm&mﬂﬂ%7ﬁﬁlﬂﬂﬂﬂ%ﬁﬂolﬂ%ﬂﬂl]VZJMﬂHW

Intel(R) Hanagement Engine BIOS Extenzion w6.B8.1.8HH3
Copuright(C) Z2883-88 Intel Corporatiom. All Rights Reserved.
L 1
Current Provizioning Hode

Provizioning Record

RCFG 3
Provizioning Server IP
Provisioning Server FODN
TLS PSE 3
TLS PEKI 3
Previous Menu

[ESCI1=Exit [T+ 1=5elect [ENTER1=-Access

Provizion Record i= not preszent

dlol el & A3 H$-, Provisioning Record(Al & 715) 2 ofell ¢ o] EAIHYt):

=4 A

TLS

provisioning LB O] B A oo = o r = = 3 ] 8+

mode (TLS 7 & Al o] @A T BE =, None(Rl+), PKI B PSKE #AI G U U

=)

Provisioning 4% wl LA o = 1

IP(H]%'P) Ex] 7<:|Lo /\itHV] IP T

Date of

Provision(Al3  |MM/DD/YYYY, HH:MM2] &2 02 A|F datel A 7HS A EU T,

)

A7 o] AE 7] el "PKI DNS Suffix" 7} Intel MEBx©ll 74 5 914 oI5 vebiYth ko]

02! % °]= DNS A8 X (suffix) 7} T4 = A 93k o] 7} DHCP A4 15011 1”*01‘34
Cmﬁ@wmmnSHWﬂﬁ%ﬁﬁﬂﬁﬂgﬂﬂ“E‘”ZHﬂHFQDN4°Wﬁ*H”*E‘ﬂmﬁﬂglﬂ
g veEbY T}, gtel 10 49, DNS suffix’F 74 = 3l # 9o} 7} Configuration Server(T7d Al

DNS )2 Eeto]AE Q154 ] DNS A g 2o t3 =5 EREH T

rmanmmm«iizzﬂﬂ) AR G A TRAATE SAEM 2713 Y EA RS AT Y
o} 'No(elHe)'= AX W 34 T A7 TAE 27]31H A ¢3S Jebdy . 'Yes(ol)'= A X
9 7 T2 AT ZAE 2785 G SS YEFEY T (PKIEE F9E).

Hash Data(Al | 16 on o 20 124 814 o8| 2 mARU T (PRI 8.

tlo] E])
Hash
Algorithm(&i Al |alA S Ay, dA), sSHALWe] A8yt (PKIT & d).
g uElE)
A Larg]Fo] Aelw 7]’ 2 1?4%0_1 A9 "Yes(e)"E BAIFUL. dlA dalFol AR 7R &
IsDefault W Zo] obd A No(el 9y 2 EA T (PKITY o9,
FOQODN FQDN — QI5A ol A5 % A3 A FQDNI YT (PKIRE 3.
Serieal

Number(€®d ¥ |Certificate Authority(%713) €& HEE Y= 32-F42 FAE A4




<)

Time Validity
Pass(AZF frad |7 AR frad HdAbE S8kl A] o 5 Ve Y T
IR ED)

i

RCFG

Intel Automated Remote Setup and Configuration(Intel A5 9424 42 4 F4) wirolA, RCFGE A 931 EnterE F5 YT}
Intel Automated Remote Setup and Configuration(intel 25 97 A 9 54) W77} Intel Remote Configuration(Intel 97
Ay o1 A = WA,

tel(R) Management Engine BIOS Extenzion v6.H8.3.HHH8-Intel(R) ME v6.H.H.1142
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserwved.
[ ]

Start Configuration

Previous Menu

[ESC1=Exnit [t+1=5elect [ENTER1=Access

TR A F

Intel Remote Configuration(intel €2 +4) vl
Remote Configuration(d4 7)ol @435 A & 45, 944 73] T A X3
A4 S GAgteted YE A8y

&
b
b
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L 1
Start Configuration
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER]1=-Access

[Caution]
This will activate Remote Configuration.
Continue: (¥sN)

o] w7

= v

Intel Remote Configuration(Intel €2 +4) di7elAl, Previous Menu (& W) E A&3st1 Enter& F5UY T
Intel Remote Configuration(intel €2 74) 377} Intel Automated Setup and Configuration(Intel A} 2] @ FA)o 27 HAHY

A 1IPv4/IPV6 A&

Intel Automated Setup and Configuration(Intel A5 A% 2 7/3) W74, Provisioning Server I1Pv4/1Pv6 (A H IPv4/IPv6 A
)< A9sta Enters Yt

OO0 A& A 425 Y4833 Enters F54Y



tel(R) Management Engine BIOS Extenzion vb6.H8.3.H8888-Intel(R) ME v6.B.H_ 1147

Copyright(C) ZBB3-B9 Intel Corporatiom.
[

Current Provisioning Hode
Provizioning Record
RCFG >

All Rights Reserved.
1

Provisioning Server I[PU4-1PUG

Provisioning Server FOIDN
TLS PSK [
TLS PKI [
Previous Menu

Provisioning server address

}1 Enters

(0 - 65535). 7]® I E W3 = 9971% 4t}

[ENTER1=Submit

tel(R) Management Engine BIOS Extenzion vb6.H8.3.H8888-Intel(R) ME v6. . H_1147
Copyright(C) ZBB3-B9 Intel Corporatiom.
[

Current Provisioning Hode
Provizioning Record
RCFG >

All Rights Reserved.
1

Provisioning Server I[PU4-1PUG

Provisioning Server FOIDN
TLS PSK [
TLS PKI [
Previous Menu

Port number (B-65535)

[ESCI1=Exit

¥ FQDN A &

Intel Automated Remote Setup and Configuration(intel A% €7 4 2
FQDN Al %) & 931 Enters 54T
Alg A ©] FQDNS 128kl Enter & 4t

[ENTER1=Submit

T4) vl A, Provisioning Server FQDN (A1




Intel(R) Management Engine BIOS Extension wb.B.1.8HH3
[ENTER1=Submits Reserved.
L I—=I
Current Provisioning HMode
Provisioning Record
RCFG (3
Provisioning Server IP
TLS PSE >
TLS PEKI >
Previous Menu

Enter FODN of provisioning server

AZ Ao AFE AF AW FODNY YT (PKIW &), B3, o]= AMT7} PSK9} PKIol &2 3§78 A43 A 2] FODNY Y.

TLS PSK

Intel Automated Setup and Configuration(Intel A& A% 9 F+4) w74, TLS PSKE A ¥ 31 Enter& F5 Ut
Intel Automated Remote Setup and Configuration(intel A+ 97 A 9 5-4) "7} Intel TLS PSK Configuration(Intel TLS PSK
TA) oA = WA Y

ol gk stefwlirel= TLS PSK 14 A ofl thek A4 gko] 2ge o syt



Intel(R) Management Engine BIOS Extension vwb.B.1.8HH3
may cause Intel(R) AMT partial wnprovisionon. HAll Rights Reserved.

L 1

Set PID and PPS ¢

Delete PID and PPS ==
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

PID % PPS 2%

TLS PSK Configuration(TLS PSK 74)) ®l57¢ll4, Set PID and PPS(PID % PPS A 4)& A ¢
PIDE 83t Enters FH Y
PPSE ¥ 3tal Enters FHH UL

Intel(R) Management Engine BIOS Extenszion v6.H.1.H8883
[ENTER1=Submits Reserved.

L 1 L

Set PID and PPS

Delete PID and PPS ==
Previous Menu

Enter PID (e.g. ABCD-1234)

PID/PPSE 248 A gl o] " &g H A o] TAAH YT PIDSE PPSE A F4 0% <)

=2 =2 0

1234-ABCD; PPS: 1234-ABCD-1234-A 234-ABCD-1234-ABCD)

= ojof Tt (o PID:



m <F: '0000-0000-0000-0000-0000-0000-0000-0000" PPS #t< A 74 AHE WAsA kUt o] g2 AFgshd, Az W
T e A E A ko2 Y

PID % PPS 214
TLS PSK Configuration(TLS PSK 74)) #l++¢lAl, Delete PID and PPS(PID % PPS 2}A])

= 3t
o] A& AHE-314 Intel MES] A% & A PID Y PPS7} 2HAIE U, PID % PPS7} o] el &8 A 9
E gy,

PID % PPS @& AHAIstEl® YE Austn, 294 e A9 NS A8F.

I EnterE FEY T
2 4%, Intel MEBxE 257 WA A

Intel(R) Hanagement Engine BIOS Extenzion wb.B.1.B8HH3
may cause Intel(R) AMT partial wnprovisionon. HAll Rights Reserved.
L 1
Set PID and PPS »e
Delete PID and PP5S ==
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

[Cauntionl]
Thi=s will delete the PID and PPS entries.
Continue: (Y-N)

o] w7

Intel TLS PSK Configuration(intel TLS PSK 7-41) "i7oll4, Previous Menu(°]d W) S A €381 Enters F54 .
Intel TLS PSK Configuration(Intel TLS PSK 7-4)) Hl%7} Intel Automated Setup and Configuration(Intel A% A% @ FA)o & W
gt

TLS PKI

Intel Automated Setup and Configuration(Intel A5 2% 9 54) ®elA, TLS PKIE A #3}tal EnterE F5 4.
Intel Automated Remote Setup and Configuration(Intel A5 €4 A 9 F4) #+7} Intel Remote Configuration(intel 94
d) dlo|A = WA FH YT

47 74

Intel Remote Configuration(Intel €2 +4) dilAl, Remote Configuration(€2 +4)<& 4931 EnterE 54T},
A4 FAES @AM gstd A 9 74 AT rIsEl A B vl Ao A YT

il avg

Disabled (] | €7 4] vl &4 3¢t} "Remote Configuration(€2 +4)" 2 “Previous
g4 3h Menu(eld =) &5k & 5 dFH




Enabled (&
33}

v

A7 Fgo] GAFE 2, F7149l A= FAH Y
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H| &4 s}st# W Disabled (V&4 3hHE A¥ati Enters F5 4T

= qus
2/ glste ¥ Enabled(34 )& A9ty Enters F54 T

Intel(R) Management Engine BIOS Extension vE.H.1.H883
may cause Intel(R) AMT partial unprovisionon. All Rights Reserved.
L 1
PEKI DNS Suffix
Manage Hashes
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

PKI1 NDS A3~

Intel Remote Configuration(Intel €2 /) diellAl, PKI DNS Suffix(PKI NDS A ¥ )& A8 3sl3 EnterEs 54t

PKI DNS Suffix(PKI NDS A2 ~)E 9183}l Enters F5 Ut



Intel(R) Management Engine BIOS Extension vwb.B.1.8HH3
[ENTER1=Submit=s Reserwved.

L 1 L

Remote Configuration =

Manage Hashes

Previous Menu

Enter PEKI DNS Suffix

4] 2]

Intel Remote Configuration(Intel €7 *4)) ¥ °lA, Manage Hashes(3lA #2)E A9 st EnterE F5 4t}

Intel(R) Hanagement Engine BIOS Extenzion vwb.B.1.B8HH3
[INS1=Add [DEL1=Del [+1=Active [ENTER1=-Viewd.
L 1 L

Remote Configuration e

PEI DNS Suffix

Manage Hashes

Previous Menu

Hash Hame Act ive Default
eriSign Class 3 Primary CA-G1

VeriSign Clas=s 3 Primary CA-G3

Go Daddy Cla=s= 2 CA

Comodo AAA CA

Starfield Cla=s= 2 CA

Hash Name(3lI Al ©15) 3 24 e 9 718 ezt mA g d o Al 2gol s A7} ob 4] 23




]
Remote Configuration EnahlesDisahle =
Manage Certificate Hashes
Set FQDN
Set PKI DHE Suffix
Return to Previous Menu

[ESCI=Exit [ti1=Select [ENTER]1=Access

There were no hashes detected in the system.

Do vou want to add a hash? (Y¥Y/H>

'Yes(ell)'etar @k ARg2F F o] s|A] 71 g o] Az YT ofg) e
Manage Certificate Hash(Q1Z5 4] 3l Al #2]) stdel] A28 Q& A
Certificate Hash(Ql5A] dlAl #e]) wlwelA Fast 719Ut

wl 7ol 4 WA v o
2] o]

EREREEESE

g o) A F)

Insert 7] & Manage Certificate Hash(Q154] 314l #&]) stHelA F2W, thF ghdo] A g YT}

Intel(R) Management Engine BIOS Extension v5.H.H.8888

Copyright (C) ZB8B3-87 Intel Corporation. All Rights Reserved.
[ Ik 1

Remote Configuration EnablesDizable ==

Manage Certificate Hashes

Set FOIH

Set PKI DHS Suffix

Return to Previous Menu

Enter Hash Hame

[ESCI1=Exit [ENTERI=5ubmit




AR A9 A% A S FrtaE R a4 ol 2 A e Qe WA} 8
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Intel (R) Management Engine BIOS Extenzion vwSH.H.H.HHHE
Copyright(C) £ZBB3-B7 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration EnablesDisable =
Manage Certificate Hashes
set FUODH
Set PKI DNS Suffix
Return to Previous Menu

Enter Certificate (e.g. ABCD-1Z34-ABCD-1234-ABCD-1Z34-ABCD-1234-ABCD-1Z34)

3213-3213-3213-3213-3213-3213-3213-3213-3213-

[ESCI1=Exit [ENTER1=Submnit

S Al B2 16 WA YT (SHA-19] 39 o] 2 20 vlo]Eol 1, SHA-22] 3% 32 ulo]EQIYT)). 3hs A3
%, "Invalid Hash Certificate Entered - Try Again(Y & ¥ 3 A] US54 gho] FashA EFuTh oAl 84 Al L)
AUt "Enter"E FEW A1 S G4 JElE skt WAIA 7L sel A YT

Intel(R) Management Engine BIOS Extension v5.H.H.HHA8
Copyright (C) ZBB3-A7 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

Set FOIDN

Set PKI DNS Suffix

Return to Previous Menu

0-1234)
Set this hash certificate as active? [(Y-/N)

[ESC1=Exnit [ENTER1=Submnit
ARGARE] &tell whek AREAE g 9 s Al o] B AR 7E vt ol A

o Yes(ol) — AH&A F g A7 &4 el R EAH Y




No (oh12) 7124k - 2§24 F o9 7k EPS el F7bl A5 2 Abeh okl uh.

Delete 7]& Manage Certificate Hash(Q15 4] 34| #H&]) stHelA F21, th& slHo] %
E4 : Default(7]gh) o= A4 15A dfAl= 212 = glayt.

Intel(R) Management Engine BIOS Extension v5.H.H.HHB8
Copyright (C) ZBB3-B7 Intel Corporation. All Rights Reserved.
[ HAIN MENU 1
Remote Configuration EnablesDizable ==
Manage Certificate Hashes
3et FOIN
Set PKI DHS Suffix
Return to Previous Menu

Hazsh Hane Active
VeriSign Class 3 Primary CA-G1 [=]
VeriSign Class 3 Primary CA-G3 [=]
Go Da
Comnod
Starf Delete this certificate hash? (Y-H)
name

[ESC1=Exit [INS1=Add [DEL1=Del [+1=Active [ENTER1=Vieuw
FAZA A A ES Fu,

-\bﬂﬂ)-mwmm&ﬂ}ﬂﬂdow+4ﬂm45%“QQq A2 Agsh)
e No(°tH<2) - Intel MEBx7} A B3t S| Al 5 AFAI8FA] kil Remote Configuration(€7 7). & =o}

&7 dH M7

+' 7] & Manage Certificate Hashes(%1%

r
[ |

L 1
Remote Configuration Enabhle-Disahle ==
Manage Certificate Hashes

Set FGQDH

Set PKI DHS Suffix

Return to D'revious Menu

Hazh Mame
Hashl

Change the active state of thils hash? Y-HY

[ESC1=Exit LINS1=Add [DEL1=Del [+1=Active [ENTER]1=View




veha st A AT QA A BY ek ABFUC HAE BY FUE L5 psK AT Feb ANE AT F AS
ERPES

o
T

A% A A 17|

Enter 7] Manage Certificate Hash(154] 3|4l #&]) stdelA F2H, thF o] ZA P T}

Intel(R) Management Engine BIOS Extension v5.8.H.HHB8E
Copyright (C) ZBA3-B7 Intel Corporation. All Rights Heserwved.
[ | ' 1
Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FOIN

Set PKI DHS Suffix

Return to Previous Menu

Hash MHame: VeriSign Class 3 Primary CA-G1

Hash Data: 74Z2C-319Z2-EGA7-E4Z4-ER45-4954-Z2BE1-BBC5-3EB1-74EZ
Default: [=]

Active: [E

Hash

VeriSign Class 3 Primary CA-G1
VeriSign Class 3 Primary CA-G3
Go Daddy Class 2 CA

Comodo AAA CA

Starfield Class 2 CA

[ESC1=Exit [INS 1=Add [DEL1=Del [+]1=Active [ENTER]1=Vieu
gk QISA s Al el th g A BIF ARG Aol Al A H ] thgo] 2T YT
o Hash Name(3lA] 1 &)

« Certificate Hash Data(¢!5A] sA] do]€])
« Active and Default States(&4] = 7]% A H))

ol w4
Intel Remote Configuration(intel €2 ) #llA, Previous Menu(°]d W) E A &3t EnterE 54t
Intel Remote Configuration(Intel 92 74) "7} Intel Automated Setup and Configuration(intel X}E g dx] 9 Ao 2 HAEY

FW HlolE 2%

Intel ME Platform Configuration(Intel ME Z 3 +4) 3ol A, FW Update Settings(FW Y HI°oIE A 4)E A E3l1 Enters 75
Ytt.
Intel FW Platform Configuration(Intel ME Z3& /) w7} FW Update Settings(FW 1 HI©|E A7) o] x| 2 H A Y},



Intel(R) Management Engine BIOS Extenszion vw6.B.1.88H3
Copuright(C) Z883-8H8 Intel Corporatiom. HAll Rights Reserved.

L 1

Local FH Update

Secure FH Update
Previous Menu

[ESCI1=Exit [TL1=Select [ENTER1-Access

24 FW YUol E

FW Update Settings(FW o] E 274) w574, Local FW Update(ZZ FW QUlolE

Intel(R) HManagement Engine BIOS Extension vG6.8.1.HBA3
Copuright (C) ZBHA3-B8 Intel Corporation. All Rights Reserved.

Y& A3t Enters

=
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L 1

Local FH Update

Secure FH Update
Previous Menu

[ESCI1=Exit [T41=5elect [EHTER 1=Acce=s=s

[=1 DISABLED

[ 1 ENABLED

Intel ME Firmware Local Update(Intel ME ﬁd?—]
YTt "Enabled(Z3733h)" 45 A9 std,
EﬂH“WEdeME%ﬂﬂeﬁﬂ]Eﬂ*o%ﬂ
O]Eiﬁ]'fr—e tlT 0'1 o]

Z Intel ME B ¢o¢ °lst Dlsabled(ﬂl%” §}) 72

T3hA] ks UL 1w P
27 gdelEst Be




Fuh,

HolFW QUolE

FW Update Settings(FW A tl°]E 2 %) w74, Secure FW Update(X.¢t FW Y H0|E)S 2431 EnterE F5 Ut}

Intel(R) Management Engine BIODS Extenzion vwb.B8.1_ 8HA3
Copuright(C) Z8A3-H8 Intel Corporation. All Rights Reserved.
L ' 1

Local FW Update

Secure FH Update

Previous Menu

[ESCI1=E=xit [T+ 1=5elect [EHTER 1=lNcces=s

[ 1 DISABLED

[=1 ENABLED

o] FAE AFESIH AFE A= Bt Helo] Julo|EE &3} == v st & & syt Secure Flrmware Update(io Hello] o]
E) 7o+ #eA A ]§ 4l st Ao, #Eat *P%X} olF W AT E ATEA ¢ w# ]Oﬁ ool E %L T AH5UH
SammemwmeUmmei %%@1ﬁﬂﬂE)ﬂ%;]%”ﬁ5 A5, 1T #Y A= A e v 4£4ﬁ A& QU ET & UF

Ut wel gelo] o] E= LMS =eto|H S ARg-ate] gyt

o] w7

FW Update Settings(FW 3] tl°]E 4 74) w34, Previous Menu(°] 4 ") & AE3 1 EnterE FE YT}
FW Update Settings(FW 1 dlo]E A7) w7} Intel ME Platform Configuration(Intel ME Z 3% T4) #Ho]x 2 H3E Ut}

PRTC 474

Intel ME Platform Configuration(Intel ME Z 3% /) #l¥°l4, Set PRTC(PRTC 2 %4)& A3t Enter& F5UTY.



Intel(R) Management Engine BIDS Exten=zion vb6.8.1.H883
[iENTERI-Submits Reserwved.

L 1 L

Change ME Password

Pas=sword Policy

NHetwork Setup

Activate Hetwork Access

Unconf igure Network Access

Remote Setup And Configuration

FH Update Settings

Set PRIC

Enter PRTIC in GMTC(UTC) format(YY¥YY:MM:DD:HH:MM:35)

FrET G 19l 20049 149 19~2021d 1€ 49, PRTC 274 #h2 Aol AX(G3) ZHlelA PRTCE 7Moo A5k vl A Y]
c}.
GMT (UTC) 2] (YYYY:MM:DD:HH:MM:SS) © 2 PRTCE ¢85l Enter= 5 Ut}

SERED

Intel ME Platform Configuration(Intel ME =3 ) dl 7ol A, Power Control (A4 #|o] ) A= 31 EnterE T4 U
Intel ME Platform Configuration(Intel ME Z 23 377} Intel Power Control(Intel 2 AJo] ) #Ho]x] 2 H73g U},

tel(R) Management Engine BIOS Extenzion v6.H8.3.HBHH8-Intel(R) ME v6.8.8.1142
Copuright(C) ZBB3-H9 Intel Corporation. All Rights Reserwved.
[ 1

Intel(R) ME ON in Host Sleep States

Idle Timeout
Previous Menu

[ESC1=Exnit [t41=5elect [ENTER]1=Access




ENERGY STAR* ¥ EUP LOT6 & 7AE S 7] 18, Intel ME= Bt <3 JHIE & 5 9lF 4t Intel ME Power Control(Intel
ME ¢ =)o 5) hTOM Intel ME 2% dﬂ JJ A4S T

TAE &9 Aol A Intel ME #7]

Intel ME Power Control(Intel ME A€ #|o]5) 5ol A, Intel ME ON in Host Sleep States(Z2E <3 Aol A Intel ME 7171 &
A ey Enters F5UY T

Intel(R) Management Engine BIDS Extenzion vwb.8.1 8883
Copuright(C) Z8A3-H8 Intel Corporation. All Right=s Reserved.
L 1

Intel(R) ME DN in Host Sleep States

Previous Menu

[ESCI1=E=it [T+ 1=5elect [EHTER 1=lccess

i=1 Desktop: ON in 38

[ 1 Desktop: OM in 58, ME Hake in 33, 54-5

AEet A 7] 7= Intel MEZF AX = Alths DAY, 712 A8 7] %)= FITC B FPTOl g8 A o] 7hs gyt
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A 714 1 2
SO0 ON ON
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*
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Management Engine BIOS Extension (MEBXx) 71¥ 37l 4 Intel AMT configuration(intel AMT *4) &4 Ag gt} o]
71's& AH&-Eto] Intel AMT 7Fs HFEIE Intel AMT #8] 7l5& A dates 74T 4 5y

ﬁ Z*: TCP/IP, DHCP, VLAN, IDE, DNS, A B4 ulA=, 7] & 74]01‘2"4]01 Tl o5 ZS UEYH U AFH 7| golsol dsl
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/\l:ﬂ_zl: .Q_EO]
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ol A Wt

o o1 Hix

Intel AMT Configuration(Intel AMT 7-4) #lo] A elli= ofefjol] U d AFEA7E 4 7 gk A 50] E9hH o] st

B4 7% A

712 w5l A Intel AMT Configuration(Intel AMT 74)& A 931 Enter& “F54th. 712 "% 7} Intel AMT Configuration(Intel
AMT 7-4) oA 2 WA gyt

Intel AMT Configuration(Intel AMT 77J) ¥7°l4, Manageability Feature Selection(Z&4 7]s A8)S AEsti Enters %
Yt}

tel(R) Management Engine BIOS Extenzion v6.8.3.HBB8-Intel(R) HE v6.8.8.1147
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reszerved.
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Manageability Feature Selection

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=-Access

[«] DISABLED

[ 1 ENABLED

o
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Manageability Feature Selection(Zz2]d 715 A =)o) &3 =4, Intel ME #2]4 7|5 viw7F EAEY Y. v AJHz GAFA
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SOL/IDER

Intel AMT Configuration(Intel AMT /) #lo]1%] (Intel AMT7} &7d 3} “3el) ol A, SOL/IDERS A ¥ 31 Enter& “F& YUl
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tel(R) Management Engine BIOS Extenzion v6.8.3.HBB8-Intel(R) MHE v6.8.8.1142
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserved.
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Previous Menu

[ESC1=Exit [T41=5elect [ENTER]1=Access
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Previous Menu

[ESC1=Exit [T4]1=5elect [ENTER1=Access

[=]1 ENABLED
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Username & Password
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Redirection Hode
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=-Access

[=]1 ENABLED

IDE-RS AFE-31 Intel AMT #2] SE0|AEE 94 tyAF o|u|X| oA ] E£2 FH T 4 QHFUTh S8Fo|AE A AHlo] IDE-RS A
48kA g= A, l e soLs FA3te 4= 9

et
S

Enabled (24 3}) IDER©C] &/ 3}g Yt}
Disabled (¥ &4 3}) IDER®] ¥ &/ 3} YT},

E4 : 'DERE H&Adslebd o] 755 0] A7 s = Zlo] ohyfel Abgo] AT,

Jrgi B

SOL/IDER #H¢]#] ¢4, Redirection Mode(glt a4 Z=)& A &3t Enters FHY U



tel(R) Management Engine BIOS Extension v6.8.3.H888-/Intel(R) HE vE.B.8.1147
Copyright(C) ZBB3-8B9 Intel Corporation. All Rights Reserved.

L ]

Username & Password

SOL

Preu1uus Henu

[ESC1=Exit [T41=Select [ENTER 1=Access

T 1 ENABLED

Legacy Redirection Mode( 7 A El 1‘-%”3 rE)=
]Eﬂ}:] JTEZS oﬂo%ol; 61—L]]:}. ] ASY

%= 71E2 SMB = li (Intel AMT
St ok wWIAIA 7F A U T

tel(BR) Management Engine BIOS Extension v6.8.3.8888-Intel(R) HE v6.8.8.1137
Copuright(C) Z2883-8B9 Intel Corporation. All Rights Reserved.

L ]

Username & Password

S0L

IDER

Redirection Mode

Previous Menu

[ESCI1=Exit [T41=Select [ENTER]1=Access

Redirection Mode must be enabled when using
a legacy SMB Redirection Console

A

%gﬁkdw]ummy%mmamnMMdﬂﬂﬂﬂﬂ@ﬁEﬁQﬂﬂ%ﬁﬂ%QQ(ﬂ%ﬁ




Enabledcs | FEIEAH] Intel MEBxo] 4 331519 E7h 24 17 42 fAR . o) o)1 2z g
P Eo]A sMB ZE9 T FHTE 7]E (Intel AMT 6.0 ©]) SMB &4 2t 8 Ald 47
&%) 2 AHFAoT FastAE o] BEst Ao gyt

o] w7

SOL/IDER 3 oA |4, Previous Menu(¢]d )& X831 Enters “F5 4Tt
SOL/IDER ¥|°]#] 7} Intel AMT Configuration(Intel AMT T4]) slo] x| 2 M7},

KVM T4

Intel AMT Configuration(intel AMT %) #lo]%] ¢4, KVM Configuration(KVM 14)2 A ¥l& 1 EnterE F5 Ut
Intel AMT Configuration(intel AMT 4]) #lo]%] 7} KVM Configuration(KVM T73) Zllo]A &2 ¥ g},

KVM 7] A

IKVM Configuration(IKVM 4) o] %] oA, KVM Feature Selection(KVM 7|5 A 8)& A& 31 Enterg FE 4.

Intel(R) HManagement Engine BIOS Extension v6.8.1.8883
Copyuright(C) 2883-88 Intel Corporation. HAll Rights Reserved.
L i 1

FYN Feature Seieciiom

User Opt-—in

Opt—in Configurable from remote IT
Previous Henu

[ESCI1=Exit [T+ 1=Select [EMTER 1-Access

L 1 DISRELED

[=1 ENABLED

=4 k]
Disabled (¥ &4 3}) KVM 7155 B1E&4 &gt
Enabled (&7 3} KVM 715S &3}t

Ed = KvMZ m@Astsha o] 7lso] AA A ekl v & sy th. KVME o] 3 2557 eyt
AHgA FEQ

-

IKVM Configuration(IKVM 4) #lo]#]el| A, User Opt-in(AF4-AF $E91) S X831 Enters 85Ut



Irtel(R) Hanagement Engine BIOS Extenszion vb.8.1.8883
Copyrighti(C) Z2883-88 Intel Corporation. HAll Rights Reserved.
L oni ' 1
BUHM Feature Selection
Opt—in Configurable from remote IT
Previous Menu

[ESCI1=-Exit [T+1=Select [ENTERI-Access

i=] llser Cop==nt i= nut reguired Ffor KON ses=ion
L 1 User Consent i= required for EUM Session

HY
ocal User Consent(Z7 AF§-X ]
ocal User Consent(Z7 A&} 5 9])1

ANToAA 74 7 s 5 EQ

Enters T Ut

Intel(R) Hanagement Engine BIOS Extension wE6.H.1.8883
Copyright(C) ZBB3-H8 Intel Corporation. All Rights Reserwved.
L onfig 1
EUM Feature Selection
User Opt-in
Dpt=in Configurable (roe rencte §7
Previous Menu

[ESCI1=Exit [Ti1=Select [ENTER I=-Access

i=] Hisable FEsote Comrol of FUN Opt-in Policy
[ 1 Enable Remote Control of EUM Opt—In Policy




KRy e Q F] _ i Q QL EOo] X%
A7 Ao} 1 BA °] HE; AF&-3H User OPT-IN Policy (AH&-#F ?E !
[e)

EQ 43 & A8 e 5 9= Remote User(€
3 A A 9] 7]sel g s YT o] A, 22 ARgARe] FEQI AAE Ao E & JlFU T

KVM #E A3 |User OPT-IN Policy(AH&#F S E A 2) S Aeld 4= 9l Remote User(224 A2 9 75S
474 Alo] GA 3t [ sHE

o] & w37

KVM Configuration(KVM 4) o] =]l A, Previous Menu(°l 4 )& A8 35l1 EnterE FE Ut

= U

KVM Configuration(KVM 743) #l©] A7} Intel AMT Configuration(intel AMT F4)) o] x| 2 WAt}

ol A w57
Intel AMT Configuration(Intel AMT 74J) #lo] x| A, Previous Menu(°]ld vl7)E A€l Enters F5UY .
Intel AMT Configuration(Intel AMT +4J) #ll°]x]7} Main Menu(7]& =) #o] A 2 HA F Y},

*

o] #Ho]A ¢ YK = IntelolA AlF3 AP Th

T4 o] A2 Eolrtr]



http://www.intel.com/technology/platform-technology/intel-amt/index.htm

R i Ko B R ) A |

Intel® Fast Call(#-E =g An]~)

Intel® Fast Call for help(#2 A€ 48] ~)i= VPro SKUs®ll AH¢ 7Fs3F 7151 U th. Intel Fast Call for help(#2 29 Au]~)o] A4 5]
H HF AFE A= VPro Al 2~Hlo] 71§ VIE A 2ol gl Agol= XNde 24T 5 l5UT BIOSE &3 Intel Fast Call(#& A4 A

Hl )0 AAE 5= A FHH, AFgAE A Ao 2HHE Fek @F7|/9F (<Ctrl><h>)E =8 A Intel Fast Call(#2 %9 Au]|») A2
S A& F FYT. F 128 “F2 3 Fast Call for help(ihE X9 AU 2) & A8d AS AT YT

B 0 7152 1T #eA7) o] 15 ALRES ALHE TR Aol AL bR

QT 27

Intel Fast Call(#-2 A Xu]2) AdE 29 AANA FA3H7] Aell, VPro AlARel= thgo] T4 & oo .

000 €74 2+ 243t
000 94 A2 33
OO0 Management Presence Server (MPS)

AA E35

Intel Fast Call for help(#2 #]9 Au] 2~) S A 32
Intel Fast Call for help(#2 %€ An] i)% ARE-3k
call for help(W-& A ¢ AB]2) &= AHgo] E7Fs

AHE A FE el glofok Yt Al~"lo] Full VProE A ¥3k= A9,
AUt A ~HEo] Intel Standard Manageability 2 % 93l= 45, Intel Fast

OO0 Intel Fast Call for help(WHE =] ¢ 8] ~)E
719 MES A Yol A=A A= f&‘%}%‘—’? A

OO0 Intel Fast Call for help(#2 A Au]~)E A|2Hsl7] del €7 <
g o7t GARE, 2 AL BIOSOA % 84S
M|~ E A &8 ‘i‘r%?]% A ok Tk,

OO0 Intel Fast Call for help(W-2 A An]2x)el 398 4 Al 55 Management Presence Server(MPS) 7} &3l oF EUt}. MPS+
DMZ <ol sl oF Syt

ok Tt o] 2 &3 Intel AMTE A AHo)

i)

>
L ﬂ
_n

2 A2g Aslck Tt BIOS A% 240t 3 AL 74
o X% of 74 ¥ ook &Ut}. BIOSE Intel Fast Call for help(““}% A

S~

olg3t RE 2AE0] 5 A AL Intel Fast Call for help(#E A9 Hu]~)E A1zHsk 5= 94Ut

Intel Fast Call for Help (& A g A8] ) A] 2

15] 45192 9, Intel Fast Call for help(# A1 AJv]2) A4S A2a7] 918 3704 wilo] dgrieh. olel# w52 of

o Dell ~2Z A 3}l A <Ctr|><h>E FE U
o Dell 2Z A stdo A el Hg uﬂwT(One Time Boot Menu)E 913l <F12>%& “FHF4th.
o Intel Fast Call for HeIp(HH}% A Aui ) ehe Ao npA e §4 -8 A E g T
e Windows®lA]:
OO0 Intel AMT Zz2lo]HA] ofo] Z/3-& = 2 73 Intel Management Security Status (&2 BoF AE)E A gehyt),
OO0 Intel AMT HOo 2 Agghch,
OO0 Remote Connectivity(22 A34) “d#tellA Connect(dd)S &3t

LA A58k 2y o

*

o] #Ho]#] 2] H K = Inte

T4 o] A2 Folrtr]



http://www.intel.com/technology/platform-technology/intel-amt/index.htm

T o] A 2 Folrtr]

Password(¢%) | admin

Intel ME &5 7

Change Intel ME Password(Intel
ME &3 W7)

of
1z

Yo GA

Password Policy(¢% % #) | During

Default Password Only *(7]& <3 #| 3 *)
E!

Setup and Configuration(2 3 @ 14 %)

Anytime (1A E4])

HE A A4

Network Name Settings(WE$ I o] & 2 %)
Host Name(Z A~ E o] &) 9
Domain Name(=HI¢! o] &) R

FQDN

Dedicated (% £)
Shared(& ) *

Dynamic DNS(54 DNS)

Disabled(¥] &4 3}) *
Enabled(&4 3})

TCP/IP Settings(TCP/IP 27%)

Wired LAN IPv4 Configuration(+

A LAN IPv4 7-4)

DHCP Mode(DHCP %)

Disabled(¥] 24 3})
Enabled(243}) *

Wired LAN IPv6 Configuration(

4 LAN IPV6 14)

IPv6 Feature Selection(IPv6
7V A

Disabled(¥] &4 3}) *
Enabled(&4 3})

773 #°1A]:= enabled (274 3}) 7} AdEiE ol vk A YT

IPV6 Interface ID Type(IPv6 $1E |
o]~ ID %)

Random ID(F2$] ID) *
Intel ID
Manual ID(5% ID)

+ DNS IPV6 F2)

IPv6 Address(IPv6 F2) ol
IPv6 Default Router(IPv6 71 29 | ..
Ei) 55
Preferred DNS IPv6 Addrress(A35 | -,

o




Alternate DNS IPv6 Address(ti<H4 | o

2l DNS IPv6 F42) e

Activate Network Access (U E$

EEEVPNE G en e
Unconfigure Network Access (4]

EEER AR G [ven /nerie)

NEEERES

Current Provisioning Mode (& # A& EX)

Provisioning Record (A% 71%)

RCFG

Start Configuration(74 *1%h)

Y(el) 7 N(oF 2)

Provisioning Server

FQDN A &)

rt))]

IPv4/1PV6 (M1 IPv4/IPVE Al %) o
Provisioning Server FQDN (A1H S
[ X |

TLS PSK

Set PID and PPS (PID ¥ PPS A7)

=L
2

ot

A

Delete PID and PPS (PID % PPS 2}

Y(el) 7/ N(eHH £2)

TLS PKI

Remote Configuration(€2 7-4)

Disabled(¥] &/ 3})
Enabled(Z243}) *

PKI DNS Suffix(PKI NDS A3 %)

L}
gl

o}

Manage Hashes(3]A] #2])

FW dHlolE 24

FW Update Settings(FW HI°IE A2 %)

Local FW Update Qualifier(* < FW
ol E g ah

Always Open(&7d €9) *
Never Open(2# &%)
Restricted (A &-4))

Secure FW Update(}.¢F FW 4 tlo]
£)

Disabled(¥] &4 3})
Enabled(Z4 3}) *

7] 2%

**Intel AMTS] ¥4 ] A13& 2ele & A&
1intel ME Z9E A8 AE2S 7 AWU(ME) A4 sldgozq AA4g Tt
2w AF AALe ARt AT ASolw mAH




%5} so]A 2 Eolrlv]

AMT T4

obefl EellE= AMT 74 #Ho]l A oA Intel® Management Engine BIOS Extension (MEBx)®]l tj &

weydrs7s A8

71 gke] Al E e

SOL/IDER

Username and Password(AF4-#} ©] & | Disabled(¥] &4 3})
0 ol 3) Enabled(&7J 3}) *

Disabled(¥] &4 3}1)

SoL Enabled( &% 8 *

Disabled (¥ &4 3})

IDER Enabled(&4 3}) *

Legacy Redirection Mode(#l714] t] | Disabled(H] &/ 3})
g 1) Enabled(Z243}) *

KVM 74

KVM feature Selection(KVM 715 4 | Disabled(?]&/d3})
EN Enabled(243}) *

KVM Al el A2} 527

User Opt-in(AH&-7F £ E1) KVM A A o] A2} % 0] 7} =

-
1%L el
s
v
g

Opt-in Configurable from remote KVM #E A A Aoy v
ITEANTAA 74 73 FERD) KVM FEQl A2 47 Ao} &

Eq +: KvMmel AE5 2= shed, 27 AHo] Clarkdale/Arrandale CPU7ZL o] oF fytt.

*7| 5 A

**Intel AMTY] 52 0] A F3S =P
Lintel ME S9E 24y AEZS #E A
2 qlg)Zefo] =2 REO|A DHCPE AE 2
Sul AT A AT ATE APl

T4 o] A2 Folrtr]




R i Ko B R ) A |

a2z 8l 4 W e

A gl T e Aol A e uhel o], HSFEIE A obRt Intel AMT 71s0] ¥he] S8 IR I A4S A8 5 sy Al
ZAAE @RSk vl 2714 WRlo] slsyth (RS Wi oll A B9 8 5 A):

« Configuration service(74 AB]A) — 74 AMB]AE ZF Intel AMT 7Hs A FFEIIA & Wi wl 21 S =3l 3)o] sl AH o] GUI

FEAA Ay ZEZAAE HEIEF Pt PPS 2 PID e Uss g A A ol A A ArelM AT ol S
shof gl g},
e MEBX interface(MEBx IEl#[o]2~) — IT ] &= 2t Intel AMT +0]€ 75 H |41 Management Engine BIOS

Extension(MEBx) 24 & %202 FA&oF &Yt} pPS B PID Z =+ ?L“ Al 2ol Al 24 gk 322 W 82F A =3 71 E

MEBx QIE| o] 2o J = sto] 2 gt}
e TLS-PKI — 954 © 2 Remote Configuration (RCFG; €924 F4) X+ Zero Touch Configuration (ZTC; Al ZE %] F+4)o

l2ka

e}, o] 9ol A= ProvisionServer 9 FHAE 1A 7k ALE T A E AZA 3147} Intel Management Engine BIOS

Extension (MEBx)°ll &A= ojof gt}.
o] 3t thakst W & ALE-slE Aol et A B th3 2 A Ao Ay syt
T2t HolA &2 Eolr}y]




E2; Fo] A 2 Eolr]
T A8 2~--USB A AM-3H7

A A5 Aol Intel® AMTE 24 9 FA s WS A9 Utk USB Eatol B 7] 5 ALgste] &5, Xﬂ%
Pz

o] o A= USB
ID(PID) ¥ A|F HAxdo]=(PPS) JHE HXsty ZARE 748 + AUFHT o] & USB AlFolzti® gttt USB A& e
T 4Y AuE EAVE A G FEoE AFHE A Y )

T2 MEBx ¢&7} admi nol&hs &3 A 7] 3o

 USB 7 AAE Ao AF ATk F57k WA 3 CMOSE Al 5ol
5% 2ot A N Bgo® oAl AR 2

gutA el UsB Egfol B 7] A x| 9 A ZJXV} ofgf o]l A= o] gl Th Altiris® Dell™ Client Manager (DCM) = AF§-3to] a3l =
Aol et FAlg F R usB FA HAl Hol g Bz %} Wi
OooOiuT 71=A47F USB Egtol B 715 #e] F&o] Sl AFFEl o A4 .

OOO 7lsA7 248 S 24X 2 74 A(Sscs)olr 22 dx 9 74 7158 23 Tt
OOoOscse v g9 Fagdyy:

OO0 143k ¢4&, PID ¥ PPS A EE A4 3T},

OOode] 3rs oH% to] e Hlo] Ao A7,

000 ARE &7 Z&9 H@WHB}.

o000 #d 248 935, PID Y " PPS A|ES USB =2lo]H 719 setup bin el 7153},

OO0 7)<A= USB Egtol B 7] = Intel AMT 7}s ZAFE7F Q= 0] 9AE 7FA3 YUY, 27 o2 7|4t
OO0 Zast A AFHY 48 £ AFHE d4FY
OO0 usB CEMH 71 74“Eioﬂ Aty
000 AFHE AU,

OO0 #A3F¢ BIOS7F USB Egtol B 715 ZHx] gk},

o Z2 7% BIOSE “ElolH 7] 9 A -S4 setup.bin <
USB E=2lo] B 714 setup.bin Y94 x| 23 3§

ooo 744151 BIOSE A5 A x| 4 o] Azt S g WAAE

oog setup bin Z+de] 3l e = A AA AL s 7SS ¢

e A

o

S

rr

7RA 2 o] F3HA A 2
ok el AE AekalilAl e

o 7158t o LRAAL g 4 e SAg

e
"
2
Y _q

s} 8 /1SS Selg o),

-1 = H
n U3 AR 753 71%—% ESeaS )=
n O] Ha}7}h é%xﬂ,gi dBHE A A 7= FastEo g oS 5 sy
OOd o] ZRA2dME= WEE 45 MEBx MIZlH S B w3 g
OO0 o] ZE A ~eA MEBxS i%?ﬂﬂ

OO0 MEBx 7} 7128 A el g},

OO0 MEBx = tAZdo]o 98 HAIA S EA Y}
JOO00I1T 7147 AFEE FUch @A HFes 2 gl oo e Zgto]= B E 7 9l AFEAF Al v X2 F0] 7} Ho] 9%

.
1000 sk olake] AFEV} Ol A9 5HAE MEEAIA e

usB =efol B 7] A gl Aol ik A e Wl 82 ] & Al g Aol Eolsh Al

USB =2fo|H 7] QA
Intel AMTE A X 2 74318 USB =gtolH 7] & v &7AMS 58l oF gy t:

16MBXETH Aof gt

FAT16 %+ FAT32 3t A| A"l o2 yuig]ojof sht},

AE F7]= 1KBo]ooF YT},

USB EgfolH 7]= ' X7} obg Ut}

USB EgtolH 715 AMT Al5& st 1o s v H53& ] AgalA« < gyt

USB 7lelli= + A% 9, 241 H ot = v fféélo gt o] E3FE oA = QF FHU T},

setup.bin ¥4 & USB =&to] B 79 %% AW H stdolojof gt} (274 BIOS H-+ Dell™ Optiplex™ 9802 4-%)
setup.bin Y2 A9 g aAE gl fA] 3 of 3 UEFI BIOS %+ Dell™ Latitude™ E6410 / E6410 ATG / E6510 *
i Dell Precision™ Mobile Workstati 09 4%)

o
=]
<
N
Ul
o~

55} slo]A 2 Eolr7]




T o] A 2 Folrtr]

A&E 718 24 9712 = Dell™ Client Management(DCM
T4 HAE A

o] ZRAAE A H3L] Aol HFEHE T4

A AREEE7] Aol Ao dE &

OO0 FAT16 3+ AJ ARl © 2 USB A

i

Fle Edk Yew Favorites Toos Help

28
2, Aya]o] o)A dEoa] Hu st q]i)ﬁﬁ]cgi-ﬂ

219804t °] 322 DM 714
2 5ol olel T WA E AT 5

DBk = ) - T | sewch | Foders | [T-

30 i
oy >~
i) 01:0
Ruied)

Format Removable Disk {E:)

Agdress | of My Computer Capacity:
ame | Type |243 MB =l
System Tasks S Hard Disk Drives
File swstem
] View system information “emLacal Disk (C:) Local Disk
LYy Add or resnonve programs IFF'.T j
g chiresa ey eSS i Allacation unik size
& Chect this disk A0 Drive (1) 0 Drive r
:m it Bl IDeFauIt allacation size j

Other Places & Qpen Yolumne |abel

Explara :
S My Metwork Flaces Search... I
&) My Documents Autcfay
[ Contral Panel sharing and Securty... Farmat apkions

Open as Portable Media Device, ., 1 E
Detais A BT | o Conpession
Removable Disk (E:) i | Create an [M5-DO5 startup disk
Remawable Disk cut
File: System: FAT Copy |

Create Shorbout

Renage

Fropertiss Skark I Close

OO0 vhg 349 ofo] 24 vl 8 ZelatA ) Al & vl w2 E3) Altiris® Dell Client Manager $8 X 2 135 Ut}

OO0 9% &4 v rollAl AMT Quick Start(AMT S A] %

HE Agsle] Altiris 242 g4t



ernet Enplorer

=1f] x|

o = | ] btpifalinisbo brvpro o alfik ris WS CraickStart.aspor Console.idm 355 140841644001 Sadd-a2f | dscTdact = ot e zes B
il - " - ¥
GF Gl Ak Ouick Start Conscle I | ff = E) - = - Epage - (T Took -
b i Standard om0 RERTRR S Ty ot
D&AL Dell Client Manager Standar = Oy altiris
T " =
Sl Dell Client Manager Standard
~
+ Gattng Staried
= Discover Manageable Resouwoes
= Install the Aliris Agant -
= Canfigure Allifis Agént saltings ml
¢ Enable Hardware Managpemant mmﬂlﬂE
* Digcovar Dall Clignt Systems MANAGEMENT
. Configure Agents far 32-ba
Hardwarg Managamant Welcome
. Configure Agents for §4-ba Weleome o Dell Client Manager Standard. This hardware management salulion 18s vou manage your Dell
Haddwiars Managhrvint Protision workstations, Optiflex desktops and Laiude nobebooks from a remole management console
. View Clignl Systems Disoovery Management capabiifties for cedain clder models as well 35 Cell Inspiron notebooks and Dimansion
Resulls deskops are Bmited 1o discovery only. Sae Ma Product Guide for a complets lis! of supparied modals.
. Vikw Cliert Systems Conafigured for iDell Client Manager Standard includes 2 80 day licensa. If the license is allowed to expire, inventory funclions
Hasdware Managemant will céase fundlioning. To obtain a free, wnlimited Boansa you must registar vour produd. Gnde you hiae
o nbitainid your wnlirmited Boanss vou will nied 10 install it Click hire 1o install 2 licens e
¢ Hardware Management Tasks
= Sean fof [Pesmtony Data
=Scan for Current BIDS Settings Getting Started
- Configure BIOS Semngs Quick Start Tasks. If you've abready installad the Altins management framewok - Attins Motificalion Sarver
» Upgraita BIDS Verslan plus manapement agents on e systems you wish 1o manage - you are ready 1o enable hardware
_ﬁm‘l e r'l o |.:I i mriAndgEment on your qualified Dell client systemns by folowing the Bnks in the Enalbile Hardware
EEEIE R Management section al B top of Bhe guick start tagk menu, on the et
b ASE anicl AMT Sotup and Tasks Clicking any ink an the quick stan sk meny opens e target task, policy, of report in this windaw, Click he
- ASF Oick Star Vigw Repeost Bution an any of the five hardware managemant task pages to leam Me stalus of the task
« AT Quiick Stat Flease note lal, depending upon your Netification Servar configuraion seftings and other factors, thase
— = repoats may lake some time to begin retsming data the fiest time you snatils the policy or task that is being
b SuMmmanes repontad on
. Dl Client Discovery and el
ingtallation Swmmary First Time Setup, I poute just inslaBed Allins: MoSScaion Seroer fos the first S, thang 30 a Tiw théngs you
* BI0E Configuratian naed o do first bafore you can perform Dell Client Manager tasks. Links to thess tasks are found under tha
«BIOS Upgraces Zefing Started saction of the quick starttask menuw. Also, depending upon your emdronmant and
= management preferences. you may want to consider adjusting some Noffication Server configuralion
v Repors oplions ko befler suit your neecs.
_[Dvell Client Manager Agant d| Leam mofe... =
Done [T T T T g interee [ -

000 <+>% 23319 Intel AMT Getting Started(Intel AMT A1 25}7]) g8 B3},



7 Altiris Console 6.5 - Windoss Intermet Esplorer l !Iﬂ

m = [0 hatpojstirisho brvpns Jocslfikris|Cormole Dt ssp i CorsoleGuide 3 aaBb6T-250b-42ad-51 86-Fe2i42a0e F0TaMiviid= 7 | "r_". $lLove seurch P_'-
U Zpakei Conscle 6.5 — B v B - veage - (oo -
<1 altiris console sl b brétvn. Tock! « TRVAROLASmInistrator f M e
Heme View HManage Tools Reports Configure  Help >
i |G . .
: ==
= B Cut of Band Managament - ﬁ Qu 'ﬁ-n—-
ke _ﬂ At Siandacd Foresl Galtrng Stried a
il (O] Colectiors Intel® AMT Getting Started
B [ Corfiguraton [Mame e | ; ] [ )
% E I E et g Section 1. Provisioning Folder TRVPROVAdministrator 67142007 1:17-14 PM
= ﬂ wﬁ“ Sechion 2. Intel® AMT Tasks Faolder TEVPRO\ADministrator 61472007 1:17:13 P
i T
F.'I'P\.H“I -
= (& My Pavortes
Htris Consale Home Ao LtoZofl
r hnllr : af I.III Raws par gage: IAII -l
e ot o e e - T YT e

000 <+>2 £Y3}9 Section 1. Provisioning(Z= 1. A¥) &&5& 23Ut



7 Altiris Console 6.5 - Windows Intermet Explorer E =50 x|

o | Bk altinichen rvon Jocaljk i {CoresoleTief sl o orsoleGuide 3 aaBbE7- 250b-4 2 ad- 81 BE-Fa40ads M M Mewiuda = -‘;r.'. Ao |Lrew Search = -
o : )

W SR Fharek Console 6.5 I | o o, I = G G R
<1 altiris console /
Home View HManage Tools Reports Configure Help =

i | - e t
£
= B Dut of Band Managasmnent & e
o+ a Abert Sandand Format GEttrg Sharied a
il (O] Colectiors Intel® AMT Getting Started
pepbizidin N e e R S = :
B Cl T Sl g it Section 1. Provisioning TRYPROWAdministratar /1472007 11714 PM
K851 Shencn 1. P g Saction 2. Intal® AMT Tasks  Falder TRVPROWdministator 671472007 1:17:13 PM
W ] Section 2, Iniel® AMT Tasks
# [ Reports
& O Tasks
Favorites -
= & My Pavorites
Altris Congole Hom LI to 2af2
r : 'hn:tlr : af I.III Raws par gage: IAII -l
Done T T T @ nteme (R = 2

000 <+>% £93}9 Basic Provisioning (without TLS) (7] A% [TLS $1&]) &5 AR



7 Altiris Console 6.5 - Windows Intermet Explorer E =50 x|

m - [‘{;h.tp:r.rmubm.tm.lmd.mikwmn.mwﬁ-ﬂmrwzﬁﬂlﬁwm?ﬂmm.id-nj -‘;r_". s !L-— Seerch £ .
SF S0 %) akins Console 6.5 I I - ED - osh- s - Toss - ™
<1 altiris console f

Heme View HManage Tools Reports Configure  Help >

i | 5 . s t
£
= B Dut of Band Managasmnent & e
o+ _ﬂ Abert Sandand Format GEttrg Sharied a
il (O] Colectiors Intel® AMT Getting Started
pepbizidin N e e R S = :
B ST el oy <o Section 1. Provisioning TRYPROWAdministratar /1472007 11714 PM
= S SEcia L Eraianng Saction 2. Intal® AMT Tasks  Falder TRVPROWAdminishator 671472007 1:17:13 PM
B ] Basiz Prevesionns (vishout TLS)
M ] Ersble Secuity (TLS)
B O Secton 2. Intel X AMT Tasks
& 1 Reports
& T Tasks
Favorites -
= & Wy Pavorites
Altris Congole Hom LI to 2af2
r : 'hn:tlr : af I.III Raws par gage: IAII -l
Done T T T @ nteme (R = 2

000 Step 1. Configure DNS(1%7]. DNS +4) & A& g},

thole] #e] £F M) Axg & Au]= DNS "ProvisionServer' 2 5 =5 ojo} g},



7 altiris Consale 6.5 - Windoss Intermnet F_:-:|_'||||r|2'r

=|F]x]

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn

G0 EAE T)arke Conscle 65
1 altiris console

£ -
fi- B - rEae - ek -
' -1 |

pitirinbicic trigvo. ibcal = TRVEROVADmInieator

Heme View HManage Tools Reports Configure  Help >

1.4

= B Dut of Band Managament

B2 adert Saandard Format Gettrg Sterted

C1 Colechore

01 Configraton

B Iniel 3 ANT Geting Starbed

B O Saction 1. Provisioning

= [ Base Prevsionng (vashout TLE)
@) Step 1. Configure BRS
{ifs S3ep 2. Descover Capabilties
0} 5:eo 3. veew Intel @ AMT Caoable Computers
@ Swp 4 Creste Profie
@] S5m0 5. Genarabe Sacurity Keys
4 Step B Configure Automatc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# [ Erinie Sesuity (TLS)

M ) Secton 2. Iriel @ AMT Tasks

O] Reperts

B ) Tesks

=

e =

Favorites by
= (& My Pavortes
B Altris Congole Home

=

A nae=E
Intel® AMT Getting Started

Section 1. Provizioning
Sechon 2. IntaM AMT Tasks Folder

B/14/2007 11714 PM
TRVPROVDministrator 671472007 1:1713 P

Agmml Ltodafd
Fager 1 ofl

Rows Sar page: |r‘" :l"'

Done

OO0 DNS Configuration(DNS 74) 319 Test(HAN &

gl A Aj(scs)Al Sl gt

T T T @ nteme [ =

2 3}l%] DNS® ProvisionServer &59] 9131 &50] S1}E Intel A X



w5 Inbernel B3 =

[ c ﬁ,:, J mmmwmwumwwaMWMmmmj ]E] @]L-m Search

X3 S Akris Console 6.5
<1 altiris console

& B Alert Standacd Foemat Gatting Started
# ] Colechors
& [ Corfiguration
B B Intel® ANT Gettng Started
8 [ Secton 1. Provisioning
& ] Bese Prenesioning {(without TLS)
@l Step 1 Confiqure B0S
{ifs S3=p 2. Descover Capabities
0} 5:e0 3. veew Intei @ AMT Caoable Computers
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvissonServer” 1P
Resolved Intel@® SC5 IP:
Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

TH#—:'
Resolved "ProvisionServer” 1P: 192.168.20.10
Resolved Intel® SCS 1P: 192,168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its ewn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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